This paper is concerned with issues of model quality and model limitations in the context of applications involving the design and development of relatively complex engineering systems. Consideration is given to the role of simulation models throughout the whole life cycle of an engineering system from the initial specification stage through all stages of system procurement, including construction, testing, commissioning and approval. Issues of model quality, testing and validation are emphasised in the paper. The approaches considered stress the importance of physically-based models within engineering system design. Generic models and libraries of re-usable sub-models are considered, especially in the context of model testing, validation and approval. Practical issues concerning the management and maintenance of models throughout the life-cycle of the systems that they represent are also given prominence.
Introduction
This paper has been prepared to provide background information and sources referenced within a lecture presentation having the same title given at the IASTED Modeling, Identification and Control Conference in Innsbruck in February 2013. The emphasis in this paper is mainly on general issues of principle and methodology, which are illustrated through more detailed consideration of applications in the lecture presentation. The paper and the lecture presentation are therefore to some extent complementary and should, ideally, be considered together.
Simulation models are used, in the context of engineering, for a variety of purposes. These include the analysis of complex situations and research, assistance in human decision making, training of human operators and a wide range of applications involving development and design. The significance of simulation models in design lies in the fact that proper use of a fully tested model that is fit for purpose in a specific application should lead to reduced time and cost for development.
Although models are central to many activities in systems engineering, a model is, inevitably, an abstraction of the system that it represents. The level of model quality necessary is of critical importance but a balance must always be found between the accuracy required in the model and the associated costs. Tests of models can only deal with a small number of cases in practice and general statements concerning validity cannot be made without reference to the intended application and the operating conditions being considered. Inevitably, as models become more complex, the problems of assessing model quality become more severe, since appropriate quantitative measures of model performance are difficult to define and problems of visualisation become more demanding. Fitness-for-purpose means that, in the context of a specific application, tests on a simulation model show that its accuracy is acceptable over an appropriate range of operating conditions.
Benefits from the use of a model that is deemed fit for purpose include: a) the assessment of performance limitations at an early stage of the design process, not only for situations that involve operation within the normal operating range but also beyond that. b) valuable information about key parameter sensitivities and inter-dependencies that can prove valuable in the overall process of design optimisation. c) a basis for the creation of virtual prototypes that can be used before any hardware prototype is available and can provide valuable insight about the need for design changes at a relatively early stage in the design and development process of a new system. In design applications model structures are usually based on prior physical understanding and knowledge. Sub-models within a given model structure may sometimes be based on input-output descriptions and may be derived using the principles of system identification and parameter estimation.
If a model is developed correctly it may then be applied over a range of conditions. This may involve an extensive programme of testing to allow comparisons to be made between the system and model performance. In design situations this immediately presents difficulties in that test data are not available from the system until a prototype has been built. Data from tests for earlier designs of systems of a similar kind may sometimes be used and models involving a mix of real hardware and simulation software may be helpful at various stages of the development cycle.
Simulation models developed from re-usable and fully tested sub-models for system components have also become very important in recent years. The extensive use of libraries of sub-models is only one step removed from the development of more comprehensive generic models. These can provide a basis for simulation models which can be used in the analysis and design of a range of systems which may be broadly similar in their structure but differ significantly in terms of detail.
The types of simulation model being considered in this paper involve continuous variable descriptions based, in most cases, on linear and nonlinear ordinary differential equations. Conventional forward simulation models and inverse models both receive attention.
Model Quality and Validation Issues

Model Quality, Uncertainties and Modelling Errors
Since perfect accuracy in a model is an impossible goal, we need to ensure that a level of accuracy is achieved that is appropriate for the application being considered, with errors kept within specified limits for each region of the operating envelope. The processes of model testing, verification and validation can then be applied to define boundaries so that the overall quality requirements can be satisfied.
The construction of a model is an iterative process and validation is a central part of this. The model development and evaluation procedure being applied should ensure that confidence in a model increases steadily as the model is developed. There are many useful discussions available about model evaluation methods and principles, including those by Sargent [1] , Ören [2] , Brade [3] and MurraySmith [4] .
Trade-off investigations are very often carried out in the early stages of a design study using simple models derived from physical understanding and experience and involving models of other earlier systems of a broadly similar kind. The flow of information at this stage is from the model to the system being designed and the error bounds on any predictions made using the models tend to be large since formal validation of these initial models may be impossible. As the project advances, more accurate models should appear as firm decisions start to be made about the overall structure of the proposed system and data are made available from component testing. A second flow of information then starts from the real system to the model. Bi-directional information transfer should be an important characteristic of all model-based design processes, with updating of the model taking place whenever new information is obtained from the real system.
There are good examples in application areas involving safety-critical systems such as are found in the aerospace, defence and nuclear energy sectors where rigorous model evaluation and approval schemes are a common feature of engineering activities. Unfortunately this may not always be the case in other types of engineering applications where, often, surprisingly little consideration appears to be given to systematic assessment of the quality of models used for analysis and design. In some cases there may even be little understanding of the useful range of a given model and its limitations. A specific model may be applied because "it has always been used" or "the model is based on sound physical principles so is clearly correct" or "it is an industry standard". Thinking of that kind ignores the fact that the particular model being applied may never have been tested or may be being used in ways that are different from the original application. Models that are not adequately tested in the context of the intended application often lead to design errors which may degrade the performance of a system and also require expensive re-design at a late stage in an engineering project. This is likely to add significantly to costs and introduce delays.
Even in cases where the user has confidence that a given model produces acceptable results under normal operating conditions, it is important to have a full understanding of the behaviour of the model over the complete range of possible operation, including abnormal and fault conditions for the system. Confidence in predictions generated using a simulation model depend critically on confidence in sub-system models as well as in the model of the complete system made up of those component parts. Systematic and exhaustive testing at the sub-model level, together with detailed documentation, can help in establishing models of adequate quality and can be used with confidence for the design process..
The Testing, Verification and Validation of Models
The testing of models is a complex process and one that has been further complicated by issues of terminology. It is now generally accepted that the word "verification" describes the process of checking that a simulation is consistent with the mathematical model upon which it is based while "validation" describes the process of checking that the mathematical model is an adequate representation of the real world system. However, care must be taken in using these two words because they have been applied in exactly the opposite sense in some specialist applications. It may be helpful, therefore, to associate the word "internal" with the verification process and the word "external" with model validation. External validation is thus the process that leads to confirmation that a model output has an accuracy level appropriate for the intended application while internal verification addresses questions of consistency between the underlying model and the simulation. Methods of internal verification must include systematic testing of the simulation program or of the inter-connections between block diagram elements if the simulation model has a graphical user interface. Checks should also be made for some specific situations, including equilibrium or other static conditions. Checks are also necessary in terms of the choice of integration method, integration step size and communication interval to establish that numerical and visualisation issues are not obscuring the true dynamic behaviour of the model. For example, if a small change of integration step size gives rise to a major change in the behaviour of model variables, it is likely that the simulation program has numerical problems requiring further investigation.
External Validation Methods
If there is a physical system available for testing, the procedures for external validation involve conducting tests on the system and on the model in parallel and comparing results. However, in design situations, all the elements of system hardware and software are not available at the outset. Nevertheless, testing at the submodel level is clearly possible since techniques of external validation can be applied to sub-systems separately as well as to a complete system.
In general, investigation of model quality requirements must be considered before any external validation process is attempted. External validation tests lead simply to an accumulation of evidence that allow a decision to be made about whether or not a model is appropriate for some intended application and the range of conditions over which it may be applied. It does not allow more general statements to be made about the "validity" of the model.
External validation processes for models used for practical engineering applications often involve large numbers of variables and even larger numbers of parameters. Each output variable of the model will involve errors and it is vital to establish, from the outset, which variables are of greatest importance for the use being made of the model. This means that parameter sensitivity issues can be of critical importance.
Many of the practical issues in external validation have much in common with the processes of system identification and parameter estimation. Issues of identifiability need to be considered in the design of experiments to investigate the adequacy of a chosen model structure and also for the confirmation of some estimated parameter values of the model. The length of test records and the sampling intervals used have to be chosen with care, taking full account of what is known about the dynamics of the system. An important distinction must be made between functional and physical validation. Functional validation is concerned only with the adequacy, or otherwise, of a model in terms of input and output variables only, while physical validation relates to establishing the correctness of assumptions and approximations used in developing a physically-based model, in addition to matching the inputs and outputs of the model and system.
Issues of model robustness also need to be considered, especially in terms of the effect of test signal magnitudes and how the length of available system test records may affect the accuracy of any identified quantities. Uncertainties may exist in terms of the correctness of modelling assumptions, parametric uncertainties due to environmental and other factors and ignorance of some initial conditions within the real system. In physically based models, especially, there is an inevitable trade-off between model performance in terms of matching of input and output behaviour and model robustness to uncertainties.
In the model development process one must distinguish carefully between any system identification techniques applied in the initial development and model optimisation stages and in the external validation procedures. It particularly important that the same sets of experimental data should never be used in the development and testing of a model. The data used for model testing must be quite separate from data used in model development and, ideally, should be obtained from tests carried out specifically as part of the model testing process.
Model Quality Measures in External Validation
Comparisons between model and system can be made in many different ways depending on the nature of the problem being considered. For example, for a specific test situation involving a single-input single-output model, qualitative or quantitative comparisons of model and system response records (say, in the time domain) for a specific test situation are relatively easy to perform. However, when we have a situation involving ten or twenty outputs of interest such comparisons become much more difficult.
Qualitative graphical methods involving time history plots of model output variables and equivalent observed values are probably the most commonly used. These are very satisfactory if only one or two variables are being considered but are difficult to interpret if many variables need to be considered. In such cases a type of polar diagram (similar to the Kiviat diagrams used in software engineering for visualisation of the results of software and hardware performance evaluations) can be very helpful [5] , [6] , [7] . Qualitative graphical comparisons are often used in conjunction with more quantitative measures for comparisons of a model and the equivalent real system. Commonly used quantitative measures include meansquare or mean absolute error measures and use may be made of weighting factors to allow specific sections of a time history to be emphasised. Scaled measures that provide values between zero and one are particularly convenient and examples of these are Theil's Inequality Coefficient [4] , [5] and the normed root-mean-square output error measure used by Knudsen [8] . Quantities based on classical statistical measures are also quite widely used in external validation, especially in the evaluation of model structures.
Making Model Improvements
Deficiencies found during external validation of a model may be associated with particular variables of that model. In particular, correlations between error time histories and corresponding model variables may suggest that a more complex sub-system is needed to represent adequately the behaviour of the system for the model and system variables in question. For example, in the context of helicopter flight mechanics model validation, Padfield and Du Val [9] have described a model improvement procedure applied to a situation where the error in a specific output variable was apparently linked to variations of the speed of the main rotor. This pointed to the need for a more complex model for the sub-system involving the engine and the rotor. Links between model error time histories and time derivatives of model variables may also give an indication that a higher-order description is needed.
If the model structure is appropriate but parameter values are incorrect, errors may often be reduced substantially by a simple process of parametric tuning. Indeed, parametric adjustments are usually attempted before consideration is given to changing the model structure, while taking due account of the fact that that, in lumped-parameter models, a "parameter" (such as a spring stiffness or electrical resistance) is simply a convenient and approximate description for some more complex physical phenomenon. There is always a limit to the range of conditions for which the lumped-parameter representation is appropriate and, in a physically-based model, one must make sure that parameter values never become physically meaningless. In a complex physicallybased model, parameter adjustments carried out using global optimisation methods can sometimes be very misleading unless known physical limits and uncertainties are taken into account.
Frequency-domain methods can often provide valuable insight for model adjustment processes (and also for external validation). A number of different frequency domain techniques, such as the analysis of coherence and partial coherence have been found to be very helpful (e.g. [10] , 11]).
Inverse Simulation Methods in Investigations of Model Quality
Inverse simulation is an approach that allows a set of model inputs to be found that produce a given set of model outputs. This has been applied quite widely in the context of manual control and has been used, with great success, in the investigation of piloting strategies, handling qualities and agility of helicopters [12] . The inverse simulation approach has also been shown to have considerable relevance for other areas of application such as actuator design [13] , [14] and has more general implications in terms of control strategies, and especially for predictive control methods (e.g. [15] ). Inverse simulation is also potentially important for external validation where it can provide insight that is different from that gained from the use of conventional forward simulation methods. It is, for example, recognised that difficulties can arise in the validation of systems in which the immediate response to an input involves integration, due to the effects of offsets and drift. Offsets are usually of unknown magnitude and, even if they are included in the model in some way, they are unlikely to have the same magnitude as in the system. An external validation process in which the inverse simulation is driven using output data from the real system provides information about the input predicted by the inverse model and any offset is then shows up clearly as a constant value on which any dynamic component is superimposed. External validation strategies that combine forward and inverse techniques are potentially useful but little research appears to have been carried out on this to date.
Model Management
An important feature of modern engineering systems is that they are likely to involve closely integrated elements from a number of different engineering disciplines, such as mechanical engineering, electronics, computer engineering and software engineering. Integrated systems of this kind are commonly found in aircraft applications, in the automotive industry, in robotics, in chemical and pharmaceutical processes and in electrical power generation and distribution, as well as in other application areas. A multidisciplinary and more concurrent approach to design is taking over from the traditional type of sequential design procedure. This involves a parallel type of design process within which the mechanical, electrical, electronic, software and control systems aspects are all considered together. At a relatively early stage in a design project this may lead to a virtual prototype based on a computer simulation model and, as the design develops further, this virtual prototype may move towards a hardware-in-the-loop simulation where some prototype hardware elements are included. These operate together with purely simulation-based elements to represent other parts of the system that are not yet available in terms of hardware. The work can progress in a stepwise fashion in this way until all or almost all of the system is represented in terms of a physical prototype. This concurrent approach to engineering design, which is essentially model-driven, can permit earlier detection and correction of design errors and can allow optimisation techniques to be applied that help to ensure that the resulting systems operate in a more efficient and more environmentally friendly fashion. However, because the approach is so dependent on models and simulation techniques, a sound strategy for the management of modelling and simulation activities is essential if design requirements are to be met in the required time period and within the budget for the project. Current practice in modelling and simulation within many organisations appears to compare badly with procedures that have been accepted widely within the software engineering field, where rigorous testing and documentation processes and version control procedures are all recognised as essential.
In any new project the first priority is a detailed statement about how modelling and simulation techniques are to be used. The purpose of a model influences the type of model required and physically-based models are particularly valuable in the case of multidisciplinary design teams. Those involved in those teams may have very different backgrounds and a well developed physically-based simulation model can assist greatly in overcoming communication difficulties encountered between team members. All team members also need to have a sound understanding of the real system and also of the design requirements. A good simulation model can be helpful in assisting team members to gain the appropriate level of understanding of both of these.
One of the most important developments within the field of modelling and simulation in recent years has been the introduction of libraries of sub-models for many specialist applications areas and, also the development of generic models. Generic models have a structure that allows them to be used repeatedly, with relatively minor changes in each case, for a number of different design projects and this can reduce significantly the time required for development of a model for a specific application. However, effective use of libraries of sub-models and of generic simulation models requires a system of model management that is far more rigorous than has been common in the past in most organisations involved in engineering design.
The user must be able to find out easily how a generic model should be used or how elements of a model library can be applied. The user needs to be able to access details giving exact information about the origins of the models, assumptions upon which they are based, simplifications introduced in their development and their limitations. Information about tests carried out on sub-models and generic descriptions, prior to their acceptance, is also vitally important. Properly validated sub-models and validated generic models are potentially very useful, but only when associated with properly designed and easily used documentation. The external validation of sub-model elements and of larger generic descriptions introduces particular challenges and further work is needed in this area in order to produce suitable guidelines for model developers [5] , [6] .
The integration of dynamic simulation models with other design and analysis software tools is a further area where more work is required. Efficient, reliable and userfriendly version control for models must be a high priority in all organisations using simulation tools, especially where multidisciplinary and geographically separated design teams are involved. As Brade remarks [3] , this must be part of a more general stepwise procedure for model development in which verification, validation and documentation are recognised by all concerned as being of central importance.
Information must be readily available about the development of the model, about its range of validity and about any underlying assumptions or constraints. Items recorded for simulation model documentation should include:
a. The purpose of the model and the planned application. b. Assumptions made in developing the model and information about the resulting constraints.
c. Details of any system identification tests and other types of tests performed on the real system for the purposes of model development (or review once a prototype system is available), including model structure estimation and estimation of parameters in some cases d. The program code for the simulation or complete information about the block structure and interconnections if a block-diagram approach is adopted. e. Internal verification checks carried out. f. External validation tests performed along with reasons for accepting or rejecting the model, together with information about the range of applicability in the case of an accepted model. The model development process does not come to an end when a model or sub-model is accredited and thus accepted for a specific application or for inclusion in a model library. Model development should continue throughout the lifetime of the real system or availability of the product. Limitations of a given model often become better understood as experience with the system grows and regressive testing of models using system data gathered in service can be helpful. Model documentation must allow for possible updating of the model during service and this can assist in any further development or upgrading of the system that may take place later.
Examples
Two examples are considered in the presentation and these have been chosen because the relevant methodologies have been published in full and the details are therefore available from readily accessible sources.
External Validation and Upgrading of Aircraft Models for Flight Control System Design
Modern military fly-by-wire aircraft incorporate high bandwidth digital flight control systems which provide good characteristics in terms of agility and disturbance rejection. The flight control systems alter the basic characteristics of the vehicle in a profound way and significant nonlinearities tend to make classical methods of analysis inappropriate. Comprehensive simulation studies may be used to define hardware requirements such as the characteristics of actuators, flight controllers and sensor filters. Nonlinear dynamic models derived using physical principles are therefore important in the development of these flight control systems and model validation is an essential step. System identification procedures have been used for model validation purposes within fixed-wing aircraft and helicopter development programmes and it has been found that frequency-domain methods are particularly well suited to the development and validation of models used in flight control system design. Further details may be found in a number of relevant publications (e.g. [5] , [9] , [11] , [16] , [17] ).
One approach to the external validation of nonlinear flight mechanics models involves the use of system identification methods and the estimation of parameters of a number of linearised models for different operating points over the flight envelope. Trends in terms of values of key parameters of the models identified at different operating points are the compared with trends in the values of corresponding quantities within linearised models derived analytically from the nonlinear description. Differences between these trends can provide useful information about possible deficiencies in the nonlinear model for the range of operating conditions used in the flight experiments. an Aerospatiale Puma helicopter for parameter estimates found at two different values of forward speed [17] . The results show that for two of the parameters (L v and N r ) the agreement between theoretical and estimated values is fairly close and these are considered, within the accuracy of the parameter estimation process, to be similar. Results for the third parameter (L p ) show considerable differences in terms of absolute values but a trend that is similar for theoretical and estimated values. This would require further investigation using the nonlinear model.
Development and Validation of a Generic Model for Electro-Optic Sensor Systems
Electro-optic (EO) sensors are used within imaging systems to convert photons into electrical signals. Different technologies are used for the ultraviolet, visible and infrared parts of the spectrum and applications include thermal imager (TI) systems, infrared search and track (IRST) systems and missile warning systems (MWS).
A number of elements are involved in typical EO systems and these include scanning and steering devices, optical components, detector elements with electronic read-out hardware and signal processing elements. The elements within a model of a typical EO system will include detector and optical sub-systems, electronic circuitry (with associated noise sources) and signalprocessing sub-systems involving hardware and software. The model may also incorporate nonlinear dynamic elements representing target motion, models of atmospheric effects and a display system sub-model.
The conventional approach to the mathematical modelling of electro-optic sensor systems involves the development of separate models for specific systems, depending on the technology involved in the detector and the application. In recent years interest has grown in the potential benefits of adopting a more generic approach for the modelling of EO systems [19] . The main benefits expected from the adoption of this approach are the reduction in the time and the cost required for the development of new models and case studies have been performed that demonstrate that a generic EO System model is possible [20] . .
The main difficulty lies in ensuring that a generic model has the inherent quality that is necessary to allow it to be adapted for use in many different projects and to handle modelling issues that arise at different stages in the systems engineering life cycle. This is a general issue with a generic formulation and a structural approach to testing, internal verification and external validation has been proposed, leading to a form of validation tool to be used within the generic modelling framework for specific applications [6] . This approach is intended to increase confidence in the model through carefully chosen validation metrics combined with improved visualisation methods based, possibly, on the type of polar diagram shown in Figure 1 . It is believed that the approach can offer simple ways of providing insight regarding the fitness-for-purpose of a model developed using the generic framework but, as always, this requires intelligent use.
Conclusion
Since modelling and simulation are central to computeraided engineering and integrated system design, it is important that any organisation involved in such activities should have strategies in place to ensure that model-based design methods are being used appropriately. Simulation models intended for design applications must be fit for the purpose for which they are being used and the engineers applying them must have a clear understanding of the accuracy and limits of the models. Simulation-based methods already offer important benefits when used in the development of new products through offering a faster and more cost-effective approach than is possible using physical prototypes alone. However, in many organisations, system modelling and simulation activities involve an ad hoc approach which contrasts strongly with widely accepted procedures in software engineering where testing, detailed documentation and version control are an essential part of the development cycle.
Physically-based models that are suitable for engineering design studies almost always involve major uncertainties in the initial stages of their development. Simplifications may also have to be introduced and it is vitally important that the user of a model fully understands these simplifications as well as any underlying assumptions and how these might affect and limit the ways in which a model is used.
Internal verification, external validation and testing of models are all vitally important issues. External validation is often associated with the modelling of an existing system but can also be applied very useful in design, at the sub-model level. Methods from the system identification and parameter estimation field can be applied directly at that stage of model development and can thus be very helpful in assessing the quality of models used in the design of entirely new systems. For example, they can help in refining or simplifying a physically-based model and questions of accuracy are often associated with issues of identifiability and experimental design.
One area that presents difficulties is in the overall assessment of large and complex models where there may be problems in terms of visualising the degree of match between the system and the model. Practical validation investigations can never extend beyond a relatively small number of test cases. Confidence must therefore be established in a model through investigations aimed at ensuring that its performance is reasonable in terms of the intended application instead of trying to show that the model is "correct" in some more general sense.
Visualisation presents difficulties in complex multiinput multi-output models and improved methods are needed for displaying results. The polar type of diagram shown in Figure 1 may be helpful since it allows many different performance measures to be considered in a single diagram and also can allow the results of sensitivity analyses to be displayed in a very simple way.
Many issues discussed in this paper have important implications for the education of engineers. Engineering students are usually introduced to the concepts of mathematical modelling and simulation methods at an early stage in their studies. However, model quality, testing, documentation and model management are seldom covered. Courses should emphasise the development of simulation models to meet given sets of specifications and should also stress the importance of model testing and external validation. Experience should also be provided through group project activities involving the use of simulation and using model libraries, with students from different specialisations working together. In the later years of a degree course students should be exposed to integrated system design projects, virtual prototyping and hardware-in-the-loop simulation, with a strong emphasis on the use of efficient and userfriendly methods for effective management of the models.
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